Importing self-signed server digital certificate

1. Open your internet browser (IE)

2. Type https://trws.grants.gov:446 in the address line and hit the enter key

3. The server will present its self-signed digital certificate and a security alert window will open

4. Click on the view certificate button

5. Click on the Install button

6. Click on the Browse button and import the certificate into the Trusted Root Certification Authorities location

7. Go to Tools -> Internet Options -> Contents -> Certificate

8. Click on the Trusted Root Certification Authorities tab

9. Select trws.grants.gov from the list of certificates

10. Click on the Export button

11. Click on the Next button on the Certificate Export Wizard page

12. Ensure the radio button on the format option is set for DER encoded binary for x.509 and click on the Next button

13. In the next screen, save the certificate in a local folder, such as c:\temp.

14. Import the certificate into your application server trusted certificate file.  If you use Tomcat as your application server, for example, you can use the following script to accomplish this task.

c:\java\j2sdk1.4.2\bin\keytool.exe -import -alias weblogic-sv-trws -keystore C:\java\j2sdk1.4.2\jre\lib\security\cacerts -v -trustcacerts -file c:\temp\weblogic-sv-trws.cer -keypass changeit -storepass changeit

cmd

15. Restart your application server.  You should now be able to use https versus http in your SOAP connection calls.

